Readme

This file describes what the Risk Spreadsheet does and how to use it.

The risk spreadsheet is set up to accomplish the following:

1. If you use it as indicated below, you will meet the requirements of NPG 7120.5A, PON 15, FAR 7.105, and NASA FAR Supplement 1807 for risk management.  These requirements apply to all of our SEBs.  You may also meet the requirements of NPG 8000.4, but you need to review that document to make sure.  The requirements of NPG 8000.4 apply to programs/projects that provide aerospace products or capabilities (flight and ground systems, technologhies, and operations for space and aeronautics).  NPG 8000.4 is not required for other projects.

2.  It allows entry of hazards identified during the various phases of the procurement.

3. It accepts evaluations (1-4) of the probability and severity of each risk.

4. If no hazard, probability, or severity is entered, it returns a “needs eval” in the HRA (Hazard/Risk Assessment) of column.

5. If hazard, initial probability, and initial severity are all entered, it returns an initial HRA value in accordance with the table provided in the risk plan.

6. If mitigation is specified and a final probability and severity are entered, it returns a final HRB value.

What you need to do:

1. The spreadsheet is set up to accept up to 100 hazards.  This can be extended simply using a “fill down” command on the Initial HRA and Final HRA columns.  Excess rows can also be deleted if less than 100 entries are required.

2. Define the schedule on which you will review the risk spreadsheet.  This should be done periodically as you determine the need.  Plan to look at it at least at the beginning of each major phase of the procurement, perhaps monthly or bi-monthly in addition.

3. In the “Risk Level” spreadsheet (the first sheet of the workbook), enter, for each category, your definition of the various risk severity levels (catastrophic, critical, marginal, or negligible).

4. Also in the “Risk Level” spreadsheet, enter your definition of the Hazard Resolution Priorities.  This defines the level to which you must go for acceptance of risks.

5. Number and enter risks that you identify in the following categories (required by NASA FAR Supplement 1807):  Technical, schedule, cost, safety and security, the need to involve foreign sources, unauthorized technology transfer, and resource (including the necessary level and expertise of NASA personnel resources available to manage the project/program).

6. Classify your risks as to probability, severity, and time.

7. Review the Hazard/Risk Assessment (HRA) that the spreadsheet provides as a result of your entries of probability and severity, and determine which ones need no mitigation, which ones need to be accepted, and which ones require mitigation.  Take note of the time element, and if you choose not to address everything as it is identified, then at least plan when you need to take care of things, and make sure you do it then.

8. For the risks requiring acceptance, notify the accepting party and get your acceptance.

9. For risks requiring mitigation, define the mitigation, then re-evaluate the probability and severity.  Leave the old probability and severity in the spreadsheet, and move to the right and put in the new values.

10. Review the spreadsheet periodically, according to your planned schedule.  Update it as new information develops about identified risks (new information that changes probabilities or severities, addition of mitigations, acceptance of risks, etc.)

11. When you get to the end of the SEB, and have contract award, pass on any appropriate risks to the customer.  Some risks will need to be mitigated during the “operations” phase of the acquisition.

